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NATIONAL COMMODITY & DERIVATIVES EXCHANGE LIMITED

Circular to all the members of the Exchange

Circular No. : NCDEX/MEMBERSHIP-045/2023

Date : September 18, 2023

Subject . Instructions to Principal Entities under Telecom Commercial Communication
Customer Preference Regulations, 2018 - Measures to Curb Misuse of Headers
and Content Templates — SMSes

This is with reference to Exchange circular no. NCDEX/MEMBERSHIP-014/2023 dated March
22, 2023 on Guidelines to curb spam SMSes and misuse of Headers and Content Templates by
unauthorized Telemarketers (UTMs). In furtherance to the referred circular, Members are hereby
advised to refer to attached directions dated May 12, 2023 (Annexure 1) and June 02, 2023
(Annexure Il) from Telecom Regulatory Authority of India (“TRAI”).

In order to strengthen the process so that only genuine communications go to the consumers, TRAI
has issued following directions, which need to be implemented by the Principal Entities (“PEs”) in
coordination with their Telemarketers/Service providers:

1. Whitelisting of URLs / Apks / OTT links / call back numbers by PEs - TRAI has issued
directions for PEs to ensure that only whitelisted URLs / Apks / OTT links / call back numbers are
allowed in the content templates. Message containing other URLs / Apks / OTT links / call back
numbers shall be stopped from further transmission. Variables, if any, being used in message
content templates need to be pre-tagged for the purpose they are to be used so as to avoid misuse.

2. Digital Consent Acquisition (“DCA”) - On June 02, 2023, TRAI has issued a Direction to all
the Access providers to develop and deploy the DCA facility for creating a unified platform to
register customer consent digitally across all service providers and PEs. No other mechanism of
consumer consent shall be accepted for ease of confirmation and prevention of misuse.
Accordingly, PEs need to acquire digital consent of their consumers in co-ordination with their
service providers.

Members are advised to take note of the circular and ensure compliance.

For and on behalf of
National Commodity & Derivatives Exchange Limited

Smita Chaudhary
Senior Vice President

Encl: Annexure | and Annexure Il

For further information / clarifications, please contact
1. Customer Service Group on toll free number: 1800 26 62339
2. Customer Service Group by e-mail to : askus@ncdex.com

Registered Office: 1st Floor, Akruti Corporate Park, Near G.E. Garden, LBS Road,
Kanjurmarg West, Mumbai 400 078, India. CIN No. U51909MH2003PLC140116
Phone: +91-22-6640 6789, Fax +91-22-6640 6899, Website: www.ncdex.com



TELECOM REGULATORY AUTHORITY OF INDIA o £
HRA VLBV / Government of india Lt
12th May, 2023
DIRECTION

Subject ¢ Direction unider sectian 13, read. wlth b clauses (i) and M of
clause (b) of sub-section(1) of section 11, of the Telécom Regulatory
Authority of India Act; 1997(24 of 1997) regarding measures to curb
misuse of Headers and Content Templates under Telecom Commercial
Communication Customer Preference Regulation, 2018 {6 of 2018)

F, No RG-25](6)/ 2022-@68 Whereas the Teleicom egul “towAuthonty of
India (hereinafter referred as the “Authenty’), establishied under sub-section'
(1) of section 3-of the Telecom Regulatory Authority of India. Af:t, 1997 (24 of
1997) (heremaftcr referred to as’ “TRAI Act”), has been entrusted with
dlscharge of cértain’ functmns, inter-alia, to regula ' ; _
services; ensure technical- cammubﬂlw and ‘effective mter-connectian
between differént. sérvice prmders Jay-down the standards of quality of
service to, be provided by the service prov:dera and ensure the quality. of

stvice and ponduct the periodical survey of such services provided by the
service providers 50 @s to protect the mtexest ‘of the consumers of
telecommunicatmn Service;

2,  And whmas the Authority, in exercise of the powers conferred wpori it
under section 36, read with sub-clause (v} of clause (b) and clausa{c] of sub-
section (1] of section 11, -of the TRAI x’uz"lz,w made ‘the Telecom Comn
Communications Customer refer egul noﬁs, 2@18 {6 of 20183 dated
the 19th July, 2018 (hereinafter veferred to as the “regui ations™}, to régulate
unsolicited oommezmal commumcatzons N m

-3. And wiaemas regulauon 17 of the regulatixms pmv:de that the Authority
ey direct Aceess Providers to migke changes, at any tifhe, in CoPs and Access
Providérs shall incorporate such changeés and suianut revised CﬁPs thhm
ﬁfﬁeen da:ya frosn the date of direcﬁon issued in this regard;

4. And whercas the Authonty, in exereise of the p@wers conferred upon it
‘under section 13, read with sub-clauses i} and () of clause (b} of sub-section
(1) of section. 11 of the TRAI Act and the provisions of the regulations, issued
a Direction NQ RGhZS/ ®i/ 2022-Q0S dated 16% Feb; 2023 to all Access
Providers pertammg 16 Headers and content tetpplate, anid a -copy of the sa;d
dJ,rectmn is énclosed as Annexm 10 thm D:rectinﬁ.,

5. And whereas aﬁerthe issue of the said Direction dated 168 February,
2023, the Auﬂ'a:ongr received representations, not brought to the notice of the
Authonty in earlier discussions including discussjon in JCOR, from various
Prmclpal Errt:ties and Access Providers,. staﬁ.ng inter aha, that —
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(a)  there are guite good number of genuine templates, like templates
for IRCTC Ticketing information; Stock Trading information,
information with respect of sugarcane procurement and settlement,
ete., which reqmrc more than three variables and hence limit of upto
three variables in content template is. not sufficient to econvey the
intended message to the recipients; and

(b)  certain variables, such as names, addresses, etc., require more
than thirty characters, as such not allowing two consecutive variables
restricts the completeness of information in respect of name, address,

€etc.;
6.  And whereas after examination of the aforesaid representations, the
Authority has observed that —

(a) there is a need to review the maximum number of variables
and their placements allowed ini & cohtent template; and

{b)  at the same time, there is also a requirement to keep a
check on usage of variables so as to ensure that the
intent/information of the original message, for which the content
template was approved, is not changéd by the intermediaries;

7. Now, iherefore, in continuation of its carlier direction dated 16th
February 2023, the Authority, in exercise of the powers conferred upon it
under section 13, read with sub-clauses(i) and (¥) of clause (b) of sub-section
(1) of section 11, of the Telecom Regulatory Authentg of India Act, 1997{24 of
1997) and the provisions of the Telecom Commercial Communications
Customer Preference Regulations, 2018 {6 of 2018) hereby directs &gll the
Access Providers te-

(a) allow, in special circumstances and on requisition “with
reasons and proper justification from Piinieipal Entity, more than
three variables in the content templatﬁs, with the condition that~

{ after examining the sample message, reasons and
proper justification for more variables shall be récorded by
the competent authority designated by the Access Provider
for this purpose and such guthority shall be different from
the authonity designated for the approval of content

templates;

i)  each veriable in the message template should be pre-
tagged for the purpose it is proposed to be used and no
information other than those defined in pre-tagging shall
be included in the variables;

(i) minimum thirty percent characters in the content
tempiate shall be fixed content;
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{b)  allow, where it is not pesmblf,: to put the contents of a
vanabie within the limit of thirty characters more than ome
contiguous variable of the same type, after proper exanunat:lan
and justifications stipported by sample message; '

(c} ensure the use of only whitelisted URLs [Apks}OTT hnks / call
back numbers in the content template; -

(d) ensire that, in case of an URL _containing both fixed and
variable parts, the fixed part of URL is whxtehsted

(€ monitor the use of content templates and further, stop any

mlsuse of spacm temp“iates, and ..

0 update the Code of Practace accord;ngly mthm fifteen days
. and furnish compliance report bf the above direction thhm forty

five days from date of issue of this dzrectaon

mipﬁ! ;ﬁiﬂ&h ‘..l.‘.°, r)
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TELECOM REGUI.ATORY AUTHORITV OF INDIA
YT RNER / Government of India

FEE Datede:l. line, 2023

‘Subjest: Pirection under section 13, read wlth sub-clanses {1} and {v) of slaxie

b of sub-section h nfsantion 11, pf the Teleco:n Reguhtory A‘uthorlty of India

Act, 1997 (24 of 1997) regaidii  implementation quigital Consent Acquisition

under Telecorm coﬁmemcial cOmmunicationg customer Preference
Regulations; 2018 (6 of 2018).

F. No. RG—251(6) 2022-Qe \M'lereas the Telecom Reguiatory Authorny of india {(hereinafter
referred as the 'Authedty'). established nder sub-section (1) of section 3 of the Talecom
Repilatory Authority. of Iridis Act, 1997 (24 of 1097). (haralnanbr referred to as "TRAI Aet').
has been entrusted -with discharge of cértaln funclions, inter alia, to regume the
telecemmunication services; ensure technical mmpatibmty and effective inter-connection
between different semee providers; lay-down the standards of quality of service to be provided
by the service provi ers and ensure :he QUalliy of service and. conduct the pericdical survey

of such shrvices provided by B sanvice providers soas'tapmtect the interest of the
consumers oﬂelea&mmumﬁaﬁmééwm :

2. AndwhereasmeAuﬂromyinexWSeofihepomwnfemduwnﬂundersewon
3& read with sub-clause (v) of cleisse (b) and ciatise(c) of subsection (1) of section 11, of the
TRAI Act, made ihé Tslecem Commerclal Communications . Customer Preference
“Regulations; 2018.(8 of 2018)_dated the 18th Jdully; 2018 (hersinafter- ﬁfbmd to a8 the
“regulations™, to regulata Unsoliglted Commprcial cammunieuﬂms ce), ,

3. And whereas regulation. Snﬂhemulahons provides fhat avery Access Provider shall
ensurethatany cumméwial communication using ifs network only takes plgeausmg regisnered
headers assigned to the sender farihe purpose of commercial wmﬂrumeatmn '

4  And whereas mgulaﬂon 5 of the regulations, inter alia, prowdes that every Actiess
Provider shall develop or cause fo develop an eeosys!sem 10 regulate the deljvery of the
commercial communications as pmdadforin the regulations; which includes facility to recond
_consents of the sibscribers acquitred by the senders for sending commsreial communicition
and maintain completé and accurate reconds of the.cansants, faciilty for revocation of consent
by tts subscribers and aocordingty pdate records of consant for the Subscribers, and. 10
comply with eny other directions; gmdalmes and Instructions assued hy the Aumoﬂty in this
fegard; .

5  And whereas sub-mgulatlw (1) eflegulaﬁan 8; interalia, provides that every Access
Provider shall estsblish Customer Preference Registration Faclity and make ‘necessary
-arcangements to facilitate its customers, on 24 hours and 7 days basis, throughout the year,
fo provide ways and means 1p-record consent or record revocation of consent related fo
commerdial communicatiori; '
WO WYUNRT B, ISR Ay 7k smwnmmwm:mmwnmmu M
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B. And whereas regulahon 8 of the regulations, inter alia, provides that every Access
Provider shall ensure that no commercial commiinicafion is made to any recipient, except as
per the preferences or digitally registered consents registered in accordance with the
regulations; .

T. And whereas regulatuon 11 of the regulations, inter afia, provides that every Access
Provider shall give due publicity through appropriate means fo make the customers aware
regarding the protedires and faciities for repistration of préferences, registration and
revocation of consents, and the procedures and facilities for making complaints of reporting
Ucg;

8. And whereas regulation 12 of the regulations, inter alia, provides that Access Providers
shall deploy, maintain and operate a system, by themselves or through delegatlon to record
preferences, consents, revocation of consents, complaints, efc., and to carry out pre-check
and post-checks in respect of commercial communication being offered for delivery and also
fo keep records of actions performed

9. And whéreas, wgulatmn 17 of the fegulations provides that the Authority may direct
Access Provldets to migke ehanges, at any time, in the Code of Practice and Access Provider
shall incotporate such- changes dnd submit revised Code of Prastiee within fiftéen days fiom
the daté of durealens mueﬂ in this regard; :

10. And wheneas gub-item {2) of item 4 of Scheduiei fothe reguiations, mter atia, provides
that every Am #remﬂer shall carry out CQnsent Registratxon Functions as provided in the
regulations, which reads as under:-

4, Every Acosis Provider shall cany out following functions: -

(2)-ConsentRegistt ’._ttenFumatmn {CRF)

(a) reveid consmt vig Custormer Consent Acqulsition Functionality on Consént
Register, on its own or through s apents, Yo facilitate consent acquirrs to record the
consent taken from thie customers in & robust manner um:h is‘indinistable and non-

repudiable and as specifiéd by relevant regulations;
{b) ~ Presenting content of consent ecquisition template fo the customer before
taking consent;

{c)  Taking agreement to the purpose of consent and delails of sender;
(d Aumsnticat'e customer giving the consent through OTP;

(e)  record revocatien of consent by the ustomer via revoke request in a robust
manner which is immutable énd nonrepudiable and es specified by relevant

regulations,

/] record sufficient contact information, valid for at least 30 days, required to
revoke consent and present it to recipient to enable them to submit request for revoking

consent;”
Inipe] Boan
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1. And wheréas sub-item (4) of ftem 4 of Schedule | 1o the rem nter alia.
hat eve 168 Provkinr sl e o o e v ® regulations, inter alia, provides
that evary Aooess Provder ehallcary out Scrubbing Functions (8F) to process S o
defined In the reguiations, i a secure and safe manne, using firsfersrices and consery o
customers and category of content, . . -
12 - Al whersay sub-tem (1) of tem 6 of Sofiscue o the reguiaons, nst el piovides
$hat Svery Access Provider shal snéurs that contarit of any Coniméroial Comirication sent
by the: sendérs shiil be categortiad and compared witi the list of préferences of the reciplent
and/or purpose of conisent given by the recipient to the sénder for the purpase of Scrubbing
as provided in the regulations _énq_ihe relevant provisions of the said item reads as urider;
“6..Every Access Provider shall ensure that | | A

(1) contént of any commercial comrmunication sent by the sender(s) shall he

~categorized and compared with the list of preference(s) of-the recipiént and/or purpose

of consent given by the recipient io the sender for the purpose of scrubbing and for

this pyrﬁds&iapéessmréhawfenfsm that - Bl

(8)  any commrciel cbfrimunication through s network takes piace only using

| registered contant temiplatsis) for tranSaction and¢ or conteént termpiats(s) for

()
(c)

()  Every Access Provider shall suffix relevant information required fo révoke the
consent {0 the text of promotional message; :

13. Aﬂd whreas ftem 7 of -sa:oaule li to the mguiatiﬂns,imd;r alla, provites that very
" Actess Prévider shall establish fagilty for revoking the consent by its customers and t_f,e’
relevant provisions of the said flem reads as under:- |

7. Every Access Provider shail estellish facilly for revoking the cansent by its customers
and shall make necessaty aengeménts:- ) g

4} to receive request; fram the cuistomer, for revoking the vonsent, if any, given
oammercia commutilostion message or voice cal; . | :
{2)  to provide modes, 188 of cost, to the.oustomér, as per His cholce, o revake

@ sending SMS la shart cods 1909 with Label <Revoke> and <Sender
152 or tiephone rumber mentionsd n 1o message o g he
voice Gail received from the sender(s); or

: calfing on 1909 or number menticned for revoking wring
</ tfrek:gn?se call received from the sender(s); or

(i) caling &N customer cate rumbér; or )&&A%mc’w




() interactive Voice Response System (IVRS); or

{v) MObeB app deveioped in thi
‘ is regard éither b
er person or entity and approved by ﬂi:zr A&mmrimty or by any

() Web portal with authentication through OTP: or

(vi)  Any other means as may be natified by the Agthority from tire fo time.”
14, And whereas, the Althotity has observed that:-

(a) - promotional messages are being sént without scrubbi

ng (verifica of the
consents of the customers registered, and further, these messages arsmg sent
un&er the Sennsg Messsge sstsgorv. ‘ ‘

()  Access Pioviders have not davsloped uniform process for registering the
consent of the subscribers, as envisaged in the regutations; reg "

(€)  the consents acquired by the Principal Enities are being used by the Access
Providers withoit re-vsﬂﬂcatiah and updation as provided for in the regulations;

() Digital Consent Acquisition and Revocation facilities are yet to be developed
and to be depioyed by the Access Providers;

15.  Now, therefore, the Authiority, in exergisé of the powers conferred upon it unider section
13, read with sub-clause (V) of clause {b) of sub-seetion (1) of section 11, of the Telecom
Regulatory Authority of india Act, 1997 (24 of 199?) heréby directs all Access Providers to—

(a) ensure that no promotional messages are sent without scrubbing ofthe consent
and preference of the customers;

{b)  ensure that no promotional messages are seht under the Service Message
category,

(c). developand dsploy, within twio moriths, from the date of issue of this Direction,
Digite! Consent Acqvlsiﬂon(DCA) facility to-

) enable subscribers {0 fecord their consents and revoke the same as
given in the fegulations,

i ensure that short code 127xxx( or ariy other code.as prescribed by the
g&thomy) shail be used by all the Access Providers for sending consent

seeking message.

develop 8 SMSIIVRfOnline facility to neglster unwitlingness of the
ggitomers to &sews any consent seeking nessage initiated by any Principal
Entity and whitelist the telephone numbers of such customers and that no
consent seeking message shall be delivered fo stich customers;

incipal Ent' IBrand name is mentioned
1 rough the short code;

)W‘Y‘l {;Lq,\ o 1162

{iv) ensure that the ssc_:ps and P
clearly in the consent seeking message sent

A
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(v) " ensure that Principal | whitelist exsting URL&/AP
linka/Call Baick hurriber Within ofe mo éﬂerdwalopm:r';tofﬂigﬁalcéK‘rfeT:t
Acquisition facllity and sfter that only whitelisted URLs/APKS/OTT. links/Call
Back nuifiber and others ag may baspadﬁedbyﬂ\eMoﬁtyﬂ'omﬁmeioﬁme
shall be uud in the consent seeking messagn L=

o) - emuhe ﬂaai the wnsant aoquisltlbn eonﬁ:naﬁm meuage to the
customara shail also have information rela:ted to ravocaﬂon of{he conﬁent

(vn) ensure thatifs customer has rejeeted or not resnnded. to. the consent
sesking requests, no such messages {o the customer shall be initiated by the
same Principal Enfity for next ninety (90) days for thé same-conisent. However,
customers shall have the riglit to initiaté the consent reglstratlon request at their
own;

(viii)  ensure that Principal Eniily intiated consent acquisition procsss shauld
begin ority oné month gfter the Digifal Gonsent Acduisition Facity ie. fully
functiongl and advertised or 30 days after sucobssful impiementation of DGA,
whithever is salier; and unti then, only wsmmnlﬂmd bonsem aoquls’ltion
process. .shail ba feﬂawed

{d) ‘ensure thatin the first month after the cqmmnnoemeﬂt ofthe Principal
Entity initisted Consent Acqusisition progess, Principal Entities belonging to the

Banking, Insurance, Finance and Trading related sectors are of-boarded to
initiate Consent Acquisifion process and the remaining sector shall be on-
boarded in next two months;, -

(xj . edicatethe Pmcipal Enﬂtiaa about the process of takinig consent and
its veriﬂcaﬁonmmughmeass vaidersandfadlihtétheon-bpardlngot
Principsd Entiies;

(d) pive wide publicity tlarough vaﬂous mdia mdudmg piint media to the
Digital Qonse;ttAeunmMRevocahathmMng p’meess 80 that end users
are aware of

(xui; no oiher moge of consent. aoqulsﬁloﬂ process shall be adopted after
suooassful implementahen of the DCA platfomi as per schedule below and

) ﬂpdﬁteﬂiecodeofmctloa wmhihﬂftaandaysfmm date of issue of this
direction, ensiite compllance of the above direction as per the timelines given below
and ‘submit monthly progress report in the format o may be prescri d by the
Authority.




Timahnes f0r |mplementatlon fpr the Dtrecuon

'y Devalopment and Deplpyment of the Dlgital !ny 314 Suly 2023 R
nsent acquisition faciity 7 .

(_ii) IUser lmtlated oonsent aenuisltion - To start from _1'%l Auquet 2023
‘_din.' Witsisting oreting [By 31 Auguet 2028
 {URL&/APKs/OTTiLinks/call-back numbers -

"(iv)wlF"E -iriltiéted: consent aoduisition | | | To start from 1 September

‘ 2023 '
Pl Gn-boardmg of Principal Entities 23
\) 10 the Banking, lnsuranee, Finance fo 30& september 20

_ndra secturs

(_\_rli) boardmg of Pnncipal Ermtles E By 30" November '20'2:? |
: belgnggn_g to rema,;imag sec:ter-s ' ‘ ’

(Jaipa H Sing Toth ¢ 23

Advigor (QoS-l)

To,

All Access Providers (ingiuding Mis Bharat Sanchar Nigam Limited and Mfs Mahanager
Telephone Nigam Limited)



